J Ambient Intell Human Comput (2014) 5:111-131
DOI 10.1007/s12652-012-0131-1

ORIGINAL RESEARCH

Context-aware service utilisation in the clouds and energy

conservation

Saad Liaquat Kiani - Ashiq Anjum -
Nick Antonopoulos + Michael Knappmeyer

Received: 30 November 2011/ Accepted: 24 April 2012 /Published online: 13 May 2012

© Springer-Verlag 2012

Abstract Ubiquitous computing environments are char-
acterised by smart, interconnected artefacts embedded in
our physical world that provide useful services to human
inhabitants unobtrusively. Mobile devices are becoming
the primary tools for human interaction with these
embedded artefacts and for the utilisation of services
available in smart computing environments such as clouds.
Advancements in the capabilities of mobile devices allow a
number of user and environment related context consumers
to be hosted on these devices. Without a coordinating
component, these context consumers and providers are a
potential burden on device resources; specifically the effect
of uncoordinated computation and communication with
cloud-enabled services can negatively impact battery life.
Therefore energy conservation is a major concern in real-
ising the collaboration and utilisation of mobile device
based context-aware applications and cloud based services.
This paper presents the concept of a context-brokering
component to aid in coordination and communication of
context information between mobile devices and services
deployed in a cloud infrastructure. A prototype context
broker is experimentally analysed for effects on energy
conservation when accessing and coordinating with cloud
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services on a smart device, with results signifying reduc-
tion in energy consumption.
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1 Introduction

Ubiquitous computing is characterised by pervasively
connected devices that unobtrusively become part of our
daily experiences. These computing devices are not just
personal computers but include wearable sensors, mobile
devices and environmental sensors that project a digital
snapshot of the environment, its inhabitants and their
activities. Information services based on these intercon-
nected digital artefacts have the potential to enhance our
experiences and interactions with the digital world. The
role of mobile devices has undergone marked transforma-
tion in the last decade, from the initial role of a mobile
phone to the modern role of an information acquisition,
processing and communication device. These additional
roles are enabled by integration of various sensors into the
device including GPS receivers, microphones, cameras,
magnetometers, RFID readers, proximity and motion
detectors in the form of gyroscopes and accelerometers.
Combined with the increasing mobility of modern users,
availability of various communication technologies (e.g.
Bluetooth, GPRS, Wi-Fi) and the presence of numerous
digital artefacts embedded in the environment, mobile
devices are increasingly becoming the primary tools of
interaction for inhabitants of the digital world.

In order to enhance our digital experiences and exploit
useful services, e.g. those deployed by a cloud based ser-
vice provider, context-aware applications on our mobile
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devices can take advantage of the availability of informa-
tion and the ability to interact with surrounding devices and
embedded digital artefacts. Context-consuming applications
utilise the knowledge created by context providers (e.g.
services or applications in the cloud) accessible over com-
munication interfaces. Examples of information acquisition
carried out by context providers include interfacing with
wearable sensors, location and proximity detection and
gathering parameters for user activity recognition. Context
consumers such as navigation software can use the infor-
mation gathered by the providers to deliver a useful service to
the user. Even with the continuing increase in processing
power and computing resources of mobile devices there is
still reliance on services external to the device and on-device
applications are mostly restricted to context acquisition and
consumption. In addition to the sharing of context informa-
tion between local context providers and consumers, sig-
nificant context communication takes place between the
device based applications and those deployed in the cloud
based network infrastructure. These include network ser-
vices that depend on information collected at the user device
(e.g. location, proximity) and device based applications that
depend on context providers hosted in the cloud (e.g. weather
service, online calendars, environmental sensors). The tra-
ditional user oriented network services, specifically those in
the domain of telecom networks, are evolving towards the
‘platform/software as a service’ model of cloud computing
due to reasons of economics, performance and overall effi-
ciency for service providers (e.g. Vodafone Group 2010;
Apple Inc. 2011). This utilisation of information about the
user and his environment acquired from the device, network/
cloud services and digital artefacts embedded in the envi-
ronment is the focus of the domain of context-awareness with
cloud-based computing.

Technological advancements, social trends and increased
utility and adoption of mobile devices mean that context-
awareness will be an important element in the next wave of
the mobile-device centric cloud services ecosystem. These
emerging trends and technologies will provide improved and
increased service provisioning mechanisms but the problem
remains that the communication and computation of context
on smart mobile devices will lead to considerably more
energy consumption than that used up in current usage sce-
narios. This is plausible because network communication
and CPU processing in smart phones take up most of the
energy resources under typical usage (around 80 % on
average according to (Anand et al. 2007, p. 1989). This is a
primary bottleneck to the wide scale adoption of the cloud-
based services in the smart devices, which are being con-
sidered as the future platform to consume and produce
contextual information. While there are a number of areas
where energy conservation approaches can be incorporated
(network transmission power, CPU scaling, etc.), from the
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viewpoint of designers of context-aware cloud systems it is
imperative that the system design incorporates energy util-
isation aspects of software performance. Because of the user
centric nature of context-aware applications and the role of
mobile devices as the facade of context-aware interaction,
this work targets the optimisation of context communication
and coordination between the mobile devices and the cloud
services in order to conserve energy in mobile devices.

In context-aware systems, context consumers and pro-
viders for mobile devices are part of a complex distributed
software system working towards a common goal of
unobtrusively enhancing the user experience and interac-
tion. The scale, mobility and heterogeneity of devices and
users involved in such an environment create challenges in
coordination and communication of context across dis-
tributed software components in the cloud. The complexity
of coordination increases with the increase in inter-
dependence between actions of individual components,
severity of global constraints faced by the system and the
amount of information required by individual components
to carry out their tasks. Without the presence of a coordi-
nation environment, each device based consumer and
provider has to manage communication and coordination
with external services in the cloud individually, resulting in
repetition of functionality that incurs a cost in terms of
development time and resource usage on the device. While
the broader work that forms the basis of the results reported
in this paper is targeted towards improving coordination
and communication between context consumers and pro-
viders, it is the energy consumption related benefits
achieved through this approach that are the primary focus
of this paper.

The computation power and memory (storage) capacity
in mobile devices has continually increased, reducing in
cost at the same time, but growth in battery capacity has
not followed a similar trend. For example, the lithium-ion
battery holds only a slightly greater energy, approx.
100-250 Wh/kg (calculated from specifications provided
by Panasonic 2011), than much older lead-acid batteries
(30-40 Wh/kg). Andersson et al. (2006) observe that the
development in battery capacity has not followed Moore’s
law in terms of its evolution. They highlight that while
processor capacity continues to follow Moore’s law and
double every 18 months, battery capacity has only
increased 80 % in the past 10 years (cf. Andersson et al.
2006, p. 156). Because of this limiting factor, even though
modern mobile devices can do more, they can do so for
only a limited time before the battery runs out of energy.
The critical factor of limited energy in mobile devices
requires optimised utilisation of resources in aspects of
computation, display, interaction and communication with
the cloud services. These optimisation mechanisms include
on-demand CPU frequency scaling, turning displays off
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during calls, and variable transmission power for network
communications. In addition to these hardware-oriented
measures for conserving energy, software life-cycles are
designed to optimise the utilisation of resources. Our work
builds upon this software-oriented approach where life-
cycles of device based and cloud hosted applications and
services are managed in a manner that results in energy
conservation. We have targeted the applications/services
that deal with the acquisition, processing and dissemination
of contextual information between the smart devices and
cloud services and have devised a context-brokering sys-
tem to facilitate the execution of their collective functions.

This paper describes a context brokering system that
facilitates coordination and communication of context
information (user and environment related context)
between context consumers and providers hosted on the
device and in the cloud infrastructure. We analyse the
effect of introducing a mobile device based Context Broker
in our Context Provisioning Architecture on energy con-
sumption on mobile devices by performing a series of
experiments. Before describing the experiments it is
essential to describe the Context Provisioning Architecture
in which the mobile device and cloud/network based
Context Brokers operate. After discussing the related work
in the next section, the functional description of the broker
based Context Provisioning Architecture is presented in
Sect. 3. Thereafter, evaluation of the Mobile Context
Broker from the aspect of energy conservation is described
in Sects. 5 and 6, followed by the conclusion in the Sect. 7.

2 Background and related work

We are able to utilise situational and environmental context
in our lives due to a common understanding of the world
and oft-recurring situations in it (Winograd 2001). The
effectiveness of context utilisation is dependent on creating
this common understanding. Clarke and Cooper (2000)
argue that shared context has to be created to facilitate
collaboration in networks, communities and organisations.
The established significance of context in human-human
interaction is the primary driver for adopting context
awareness in human-computer interaction. However,
computers cannot take full advantage of context during
human-computer interaction due to the limited sensory
input available to the machines and a very limited under-
standing of the world model, as humans perceive it. By
increasing the level of contextual understanding in com-
puters, we can increase the richness of communication in
human-computer interaction and make it possible to pro-
duce more useful computational services (Dey and Abowd
2000). This idea that computers can sense and react to

stimuli from users’ environment is labelled as context-
aware computing.

A sizeable number of applications, toolkits and mid-
dleware frameworks have been developed to showcase
acquisition, processing and distribution of context data in
ubiquitous computing environments. The Context Toolkit
(Dey et al. 1999) offers standard libraries and reusable
components to assist in the development of context-aware
applications. The Context Broker Architecture (CoBrA)
(Chen 2004) supports context- aware applications in smart
spaces. The PACE (Henricksen et al. 2005) middleware
offers functionalities for context gathering, context man-
agement and context dissemination. The Service-Oriented
Context-Aware Middleware (SOCAM) (Gu et al. 2004)
project provides architecture for building and rapidly pro-
totyping context-aware mobile services. An example of a
centralised middleware approach designed for context-
aware mobile applications is the Context-Awareness Sub-
Structure (CASS) (Fahy and Clarke 2004). These are typ-
ical examples of middleware solutions and context-aware
systems that have been proposed in the last decade. A
common theme in these systems is the reliance on a central
component or server to collect, manage and distribute
context information to interested applications or services
and the role of mobile devices (and hosted applications) as
more than mere consumers of context is not adequately
considered. Moreover, context providing and consuming
components are tightly coupled and demonstrations of the
systems are limited to a specific knowledge domain, e.g.
tourist guides and meeting room scenarios. Recent devel-
opments in this domain have attempted at decoupling
consumers and providers of context information by
employing a context broker, e.g. MobiLife (Kernchen et al.
2006) and Context Casting (Knappmeyer et al. 2009;
Moltchanov et al. 2010).

The concept of brokering is formalised as an archi-
tectural design pattern, known as the Broker Pattern
(Buschmann et al. 2007), that can be used to structure
distributed software systems with decoupled components
that interact by remote service invocations or message
passing (cf. Buschmann et al. 2007, p. 99). The use of
brokers in information distribution systems is well estab-
lished, e.g. in CORBA (OMG 2008) and Web Services
Brokered Notification (Huang and Gannon 2006). In the
domain of context-aware computing, broker-based archi-
tectures have been developed for collecting, processing
and distributing user and environmental context. In con-
trast to centralised context brokers demonstrated in these
approaches, this work extends the concept and utilises a
federation of context brokers for dissemination of context
information between cloud based distributed consumers
and providers.
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Despite a number of context-aware systems in existence,
energy consumption and conservation on mobile devices
involved in context acquisition and utilisation has not been
adequately addressed. Earlier systems were developed with
the aim of demonstrating various functions of context-
aware systems, e.g. context acquisition, management,
representation, reasoning, and their prototype nature did
not consider energy constraints. Moreover, the role of
mobile devices in most context-aware systems has been
limited to consuming context information in the form of a
single executing application on the device. However, as
discussed in the preceding section, the role of mobile
devices is becoming more central to our interaction with
the digital world and their increased capabilities allow
concurrent execution of a number of context consuming
and producing applications and services. More energy is
utilised on the device in this evolving role and hence
adoption of energy conservation techniques in mobile
device based context consumers and providers becomes
even more important.

In general the area of energy conservation on smart
mobile devices has garnered significant interest from
researchers and equipment manufacturers. Various energy
conservation measures are embedded in the design of
mobile devices, e.g. dimming of the display screen when
not in use, turning off the display during calls, switching
off secondary radios (Bluetooth) during low battery con-
ditions. Takeno et al. (2003) studied the patterns of energy
consumption in consumer mobile phones along with the
charging and discharging life cycles of consumer mobile
devices. They attempted to predict the lifetime of a Lith-
ium-ion battery considering deterioration in capacity and
showed that the charge state and the number of recharges
influence the battery capacity during storage. Ravi et al.
(2008) have proposed the CABMAN system for battery
management on mobile phones that warns the user when it
detects that the phone battery can run out before the next
charging opportunity is encountered. CABMAN system is
based on a context-aware algorithm that monitors device
usage, location and battery charging pattern to predict
when the next charging opportunity will be available, how
much call-time will be required by the user in the interim,
and how long the battery will last if the current set of
applications continues to execute. Mahmud et al. (2004)
have carried out a comprehensive study on energy con-
sumption in multi-interface mobile devices and proposed a
model for predicting energy consumption during various
types of data exchanges. Gupta and Mohapatra (2007)
provide a detailed anatomy of the energy consumption by
various components of Wi-Fi based phones and emphasise
the adoptions of an adaptive scanning algorithm, which
results in considerable energy savings. Kassinen et al.
(2009) investigate how long a mobile peer in a P2P
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network is able to function in a UMTS or WLAN access
network, and how the different parameter settings affect the
battery life. They conclude that a realistic example of a
useful improvement could be a connectivity management
system that switches from UMTS to WLAN when possible,
to lengthen the average battery life of mobile peers. Sim-
ilarly, Rahmati and Zhong (2007) highlight the challenges
of energy costs of network interfaces in mobile devices in
their field-study and propose to leverage the complemen-
tary strength of Wi-Fi and cellular networks by choosing
wireless interfaces for data transfers based on network
condition estimation. They show that an ideal selection
policy can more than double the battery lifetime of a
commercial mobile phone, and the improvement varies
with data transfer patterns and Wi-Fi availability. Bala-
subramanian et al. (2009) reiterate the notion that energy
availability in mobile phones is a precious resource and
attempt to model relative energy consumption character-
istics of 3G, GSM and Wi-Fi. They identify a significant
tail energy overhead in 3G and GSM and develop a mea-
surement driven model of energy consumption of network
activity for each technology. Based on this model they
have also developed TailEnder, a protocol that minimises
energy usage by prefetching data while meeting delay-
tolerance deadlines specified by users.

Several schemes have been proposed to improve energy
utilisation by optimising the device’s air interface. Yang
(2007) investigates the power saving mechanism of UMTS
and proposes an adaptive algorithm to enhance UMTS
energy consumption performance. Another version of this
algorithm for bursty traffic patterns is provided in (Yang
et al. 2007). In addition to these optimisations aimed at
energy conservation on the device side, conservation on the
network side has also been notably addressed, e.g. using
dynamic network planning to reduce the number of active
access devices in the core network when they are under-
utilised (Chiaraviglio et al. 2009).

In the specific domain of context-aware systems, it is
only recently that attention has been paid towards analys-
ing the impact of context-aware applications on energy
consumption. Bernal et al. (2010) have proposed a mech-
anism for reducing the context data publishing costs from
mobile devices by adapting context publishing behaviour
according to device conditions (signal strength, sensors
status etc.). Similarly Kang et al. (2008) emphasise that the
major challenge in providing users with proactive services
lies in continuously acquiring user and environment con-
text from sensors due to the imposition of heavy workloads
on mobile devices and energy consumption in performing
this task. They attempt to address this challenge in their
context-monitoring framework for sensor-rich and resource
limited mobile environments, titled SeeMon. The energy
efficiency in SeeMon is based on optimal selection of the
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Essential Sensor Set (ESS) that can satisfy a context query.
Crk et al. (2008) propose a range of user-interaction-aware
mechanisms that utilise a novel approach of monitoring a
user’s interaction with applications through the capture and
classification of mouse events to effect considerable
improvements in energy savings and delay reductions of
the Wi-Fi network interface. Devlic et al. (2008) empha-
sise the need to retrieve context information from outside
the device via network interfaces and evaluate the use of
Bluetooth and Wi-Fi interfaces for this purpose. They
conclude that multicasting over Wi-Fi consumes less
energy than Bluetooth and that it is more energy efficient to
distribute context knowledge to other devices than having
each device learn or acquire this information itself. Zhuang
et al. (2010) analyse the issue of energy efficient location
sensing on smart phones and identify four critical factors
that affect energy efficiency of location sensing with GPS
sensors. These factors include static use of location sensing
mechanisms, absence of power-efficient sensors, lack of
sensing cooperation among multiple location based appli-
cations and unawareness of the battery state. They present
an adaptive location-sensing framework for Android-based
smart phones; an evaluation of the results shows significant
reduction in the GPS usage and improvement in battery
life. The efforts discussed in these lines showcase the fairly
recent trend recognising the importance of energy conser-
vation in context-aware systems.

The preceding paragraphs have shown that there are
various approaches that are being targeted for reduction in
energy consumption. However, most of the efforts in the
domain of context- awareness deal with particular appli-
cations (location sensing, Wi-Fi usage, etc.) whereas our
study focuses on emerging scenarios where a compara-
tively larger number of context consuming and producing
applications are deployed in a cloud and consumed by
mobile device based applications. With recent advance-
ments in the capabilities of mobile devices and the sur-
rounding digital ecosystem, we can safely expect an
increase in the amount of contextual information acquired,
requested and published from the mobile devices. In the
light of this trend we aim to investigate the energy con-
servation benefits of the brokering approach used in the
Context Provisioning Architecture during communication
of contextual information between cloud services and
mobile devices. The following section provides a descrip-
tion of the Context Provisioning Architecture, including the
functional design of the Context Broker.

3 Context provisioning architecture

The Context Provisioning Architecture is based on the
producer (provider)-consumer model in which cloud

services take the roles of context providers or context
consumers. These basic entities are interconnected by
means of a context broker that provides routing, event
management, and query resolution and lookup services.
The following paragraphs describe these three main com-
ponents of the architecture.

Context Consumer: A Context Consumer (CxC) is a
component (e.g. a context based application) that uses
context data. A CxC can retrieve context information by
sending a subscription to the Context Broker (CxB) or a
direct on-demand query and context information is
delivered when and if it is available.

Context Provider: The Context Provider (CxP) compo-
nent provides context information. A CxP gathers data
from a collection of sensors, network/cloud services or
other relevant sources. A CxP may use various aggre-
gation and reasoning mechanisms to infer context from
raw sensor, network or other source data. A CxP
provides context data only further to a specific invoca-
tion or subscription and is usually specialised in a
particular context domain (e.g. location).

Context Broker: A Context Broker (CxB) is the main
coordinating component of the architecture. It works as a
facilitator between other architectural components. Pri-
marily the CxB has to control context flow among all
attached components, which it achieves by allowing
CxCs to subscribe to context information and CxP s to
deliver notifications.

A depiction of the core system components described
above is presented in Fig. 1, emphasising the comple-
mentary provision of synchronous and asynchronous con-
text related communication facilities. A number of useful
applications have been developed based on this architec-
ture. Further details on this architecture and industrial trials
are described in (Moltchanov et al. 2008; Zafar et al. 2009;
Knappmeyer et al. 2011).
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Fig. 1 Functional components of the Context Provisioning

Architecture

@ Springer



116

S.L. Kiani et al.

Fig. 2 mplex broker bas
g Co P e b O e ba.ged Cloud/network Infrastructure
consumer-provider interaction: ) .
demonstrating the use of a (...........................!:.'?fj.!:.r.‘.)Y.'q.eﬁ..:
context broker to lookup + ] H H
: : I H H
required context providers and Davice Context 5
consumers Find Providers | | ______l] Location Consumer H
""""""""""""""" Context Broker : Provider App: :
Content Delivery | _ + :
Service < ' E
Group “— | |- L & Activit Context H
Formation Register Prz\ll\iltlizr Consumer | | ¢
(Consumer) A M . App.
f% T Mobile Device T
Hs)
[}
‘o
: _|
===
User Profile E Other Context | [====---- Registration/Query
Provider haRiid Providers Context Exchange

The following example elaborates the working of the
Context Provisioning Architecture. Consider a cloud ser-
vice hosted by a telecom operator that builds multicast
groups based on user location for the efficient delivery of
multimedia content to its mobile users. Such a service can
query user interests and preferences from a user profile
provider and location from GPS based location providers
being executed on user devices. The type of content may
further be customised based on a user’s current activity,
which can be acquired from an activity context provider
being executed partly on the user device and partly on a
server deployed in the cloud infrastructure. The activity
context provider can use the on-board accelerometers,
noise and light sensors, and running applications on the
device to estimate the current activity context of the user
(e.g. Choudhury et al. 2008; Fabian et al. 2008). The pro-
vider-consumer interaction is depicted in Fig. 2.

Building on this complex scenario, it can be deduced
that a number of context providers and consumers on the
user device will be interacting with a context broker on the
cloud side network (NCxB) for acquisition and provision of
context data within the context aware system and beyond
(e.g. third party services). If each device level context
provider and consumer were to handle broker-bound
communication itself, not only will the computation cost
increase but also will the development cost for new pro-
viders and consumers. Given the inherent mobility and
somewhat intermittent connectivity of mobile devices,
each provider and consumer may have to carry out extra
life-cycle management tasks as well. To mitigate the
effects of these issues, a device based broker is utilised in
this architecture that works in federation with the context
brokers deployed in the cloud infrastructure. This Mobile
Context Broker (MCxB) executes on the user mobile device
and facilitates the device level context providers and con-
sumers in retrieving from and providing context to cloud
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infrastructure components through a publish/subscribe
mechanism.

3.1 Mobile broker

The Mobile Context Broker (MCxB) is a software compo-
nent designed to execute on a mobile device as a back-
ground service that brokers context exchange between
consumers and providers, hosted both on the device and the
cloud infrastructure. Context providers and consumers
register their presence and requirements during execution
to this broker and do not have to lookup each other indi-
vidually. Moreover, during periods of disconnected oper-
ation, which is still common in mobile devices and
networks, the consumers and providers do not have to
monitor device connectivity individually; this task is del-
egated to the MCxB. Polling and waiting for events or
context information to become available by consumer
components is improved by applying the publish/subscribe
communication paradigm and using the broker as an event
service that manages notifications and subscriptions. These
functions provided by the broker save valuable computa-
tion cycles and consequently reduce energy consumption.
Figure 3 shows the addition of a device based broker in the
scenario discussed earlier (cp. Fig. 2). The design, func-
tional architecture and the coordination model that enable
these advantages of our broker based architecture are pre-
sented in the following paragraphs.

The design of the broker component is based on the set
of functions it provides to the context consumers and
providers. These functions are listed below:

Registration and Lookup: Each consumer and provider
registers with a broker by specifying its communication
end point and the type of context it provides or requires.
This function in turn enables the brokering function in
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Fig. 3 Functional architecture of the Context Provisioning Architecture with mobile broker component

which the mobile broker can direct a consumer request-
ing a particular type of context to the correct provider(s).
Subscription: A consumer subscribes with the broker
specifying the type and instance of context it requires
and the duration for which the subscription remains
valid. The broker can forward the subscription to the
appropriate provider or filter context produced by a
provider in order to satisfy the subscription.
Notification and Dissemination: The broker, on avail-
ability of subscription satisfying context, notifies the
consumer of the availability or the context is directly
communicated to the consumer.

Caching: The broker can cache recently produced
context in order to exploit the principle of locality of
reference, as done routinely in internet communications,
to improve overall performance.

Querying: The broker provides a query resolution
service via which context consumers can request the
broker to fetch context from the providers. The querying
function is equivalent to a one-off subscription, valid
only once irrespective of whether it results in meaningful
response from the provider or wunavailability of
information.

Bulk Query and Response Management: The Mob